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Abstract. This work studies the problem of game-theoretically-fair leader
election. That is, provide fairness in the strong sense that the probability
of any player being elected cannot be reduced even when facing an adversarial coalition of all other players. We extend a recent lower bound by [8]
that shows that the tournament-tree protocol (based on Blum [5]) is optimal in the number of rounds, among the protocols that are restricted
to immediately open the cryptographic commitments.
Our argument works even if commitments can be opened at arbitrary
times, which is an open question left by [8]. To this end, we make two
technical assumptions, one of which is weaker than the prior restriction
and both of which are satisfied by the tournament-tree protocol, even if
all players commit to their randomness for the entire execution in the
beginning. The resulting proof is simple and streamlined, which we hope
facilitates further research into an unconditional lower bound (or a new
upper bound).
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Introduction

Leader election is a fundamental task in distributed computing [16]. A natural
predicate to compute in a multiparty setting, it provides the symmetry breaking
power of a designated leader that often plays a key role in efficient distributed
protocols for complex problems.
Leader election is closely related to shared-coin [4], another important distributed task of generating a shared value with guarantees about its distribution,
based on the local randomness of protocol participants. Since an honest leader
can toss a coin locally and share the outcome, the problem can be reduced to
electing an honest leader. Leader election can also be viewed as an n-way shared
coin-toss, and in fact, shared-coin is a commonly used building block for randomized distributed protocols [19].
There is a vast research spanning over four decades into the resilience of
coin-flipping protocols against adversarial corruptions, e.g. [10,11,20,13]. The
classic lower bound by Cleve [10] shows that a strong version of fairness called
unbiasability, isn’t achievable in the presence of a corrupt majority. A simple,
?
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well-known protocol of Blum [5], however, allows two participants to achieve a
weaker, game-theoretic notion of fairness via leader election. Participants first
commit to binary values, then they open the commitments, and the XOR of
the values determines the leader (who determines the shared-coin value). The
result can only be biased by deviating from the protocol and not revealing the
commitment. In this case, the other participant becomes the leader, hence an
adversarial participant can’t improve the likelihood of its desired outcome.
Recent papers [9,21] have characterized the computational landscape of gametheoretic fairness and incentive compatibility of n-party shared-coin protocols.
The impossibility results established for large coalitions of participants contrast
with a tournament-tree generalization (standard construction akin [1,17,3]) of
Blum’s 2-party protocol, which maintains game-theoretic fairness even against
coalitions of size n − 1. In particular, adversarial behavior can never decrease
the chance of any honest participant becoming the leader as compared to the
system where all participants behave honestly.
The leader-driven nature of consensus in state machine replication [15,6,14,7],
with the emerging economics and incentives in blockchain systems [18], further
motivates exploring fair leader election protocols. The tournament tree protocol requires O(log n) rounds of communication. Chung, Chan, Wen and Shi [8]
showed a clever lower bound argument that Ω(log n) rounds are required for
game-theoretically fair leader election in the standard broadcast model with
a perfect commitment scheme, albeit when committed values must be opened
immediately after they are broadcast (a restriction that still includes Blum’s
protocol and a variant of the tournament tree generalization). This is a foundational result, and in general, proving tight logarithmic lower bounds for similar
tournament-based leader election protocols is notoriously difficult [1,2].
Not requiring commitments to be immediately opened significantly weakens
the adversary controlling the coalition and complicates lower bound arguments,
as the corrupted participants can no longer determine their messages based on
the actual execution (adaptive adversary), but only based on the distribution of
all possible executions (oblivious adversary). To contrast the adversarial power,
note that in standard asynchronous shared memory with crash failures, a protocol with O(log? n) step complexity exists against the oblivious adversary [12],
while the best known protocol against the adaptive adversary is the O(log n)
tournament-tree of [1]. The authors in [8] emphasize the important dependency
of their lower bound on immediately opening the commitments, and the need for
more sophisticated techniques to overcome these in the context of their proof.
We take a step in better understanding this dependency on opening commitments and adversarial power for the problem of game-theoretically fair leader
election. We remove the restriction on the commitment scheme in [8] but our
lower bound also makes two assumptions about the protocol. Our lower bound
applies to a different set of protocols, including the tournament-based protocol
even if all commitments are made in the beginning of the protocol.
Our first assumption is that in any sub-protocol (a protocol that can be
reached by rounds of honest execution), any player that has an overall positive
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probability to win when all players are honest, also has a chance to win regardless
of the set of messages of the other players (in the first round of the sub-protocol).
On the other hand, immediately opening commitments restriction in [8] implies
that all sub-protocols are also game-theoretically fair, which in turn implies a
stronger version of our assumption (that, in addition, the positive probabilities
against fixed message vectors of other players are all equal to each other).
Our second assumption is more technical and captures the idea of an essential
inductive ingredient in the previous proof of [8]. While we cannot claim that this
assumption is weaker or follows from the previous commitment requirement,
it is trivially satisfied by the tournament-tree protocol and leads to a simple,
streamlined argument. Proving an unconditional lower bound (or a better upper
bound) is an important open problem, and having a proof based on a different
set of assumptions could help gain intuition about the general problem.

2

Model

We strive to remain close to the structure and notation of [8]. Therefore, we consider a standard synchronous round-based broadcast model with n participants
that will be called players that communicate via a broadcast channel. As in [8],
we restrict our attention to the case when the set of messages that a player i may
send in each round is finite — denoted by Mi — to avoid non-measurable and
other technical issues. Without loss of generality, we restrict to the case when in
each round, an honest player i uniformly samples a message to send from Mi .
Also like in [8], we assume that the |Mi | is the same in every round. This is
justified since we can construct equivalent protocols by sampling over multiple
copies of every message.
In [8], it was assumed that a protocol could use a perfect commitment scheme
to make the adversary commit to its randomness. However, the adversary could
determine the message in a round based on the transcript of all previous rounds.
This corresponds to the restriction on the protocol to immediately open every
commitment. Without this restriction, the adversary must determine the messages of corrupted players ahead of time, and can only rely on the distribution
of possible executions as opposed to the actual execution unfolding. This is a
known, major distinction between the adaptive and oblivious randomized adversarial models.
In our setting, a round consists of each (non-crashed) player attempting to
broadcast a message, while the adversary can rush to crash: it observes the
messages and decides which players to crash1 . After this, the messages of all
non-crashed players appear on the broadcast channel. A crashed player remains
crashed in all subsequent rounds, with its messages treated as ⊥. Finally, notice
that we assumed that a corrupted player j always sends a message from Mj . This
is without loss of generality since otherwise, the corruption would be detectable
on the broadcast channel, so the adversary could instead just crash the player j.
1

Intuitively, this corresponds to not opening a commitment
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Coalition Resistant Protocols

A 0-round leader election protocol must elect a unique, single winner among n
players (without any communication). An r-round protocol is defined recursively,
where processes engage in a round of communication, and proceed to an (r − 1)round leader election protocol.
Given a leader election protocol ϕ, let pi (ϕ) be the probability of player i
winning over all failure-free executions. We call p(ϕ) ∈ [0, 1]n the winning probability distribution of ϕ. We simply write p (or pi ) whenever the parameter ϕ
is clear from the context. Since the adversary may choose not to corrupt any
players, pi upper bounds the minimum probability of player i winning against
the adversary that can corrupt all players except i. We call a protocol ϕ coalition
resistant if player i’s probability of winning is pi regardless of any adversarial
strategy, which may control coalitions of size up to n − 1.
For any multi-round protocol ϕ, we say ϕ0 is a sub-protocol of ϕ if it can be
reached by a finite number of rounds in which all players act honestly according
to ϕ. Since a sub-protocol ϕ0 is reachable by an all-honest execution, we can
define the winning probability distribution p0i for ϕ0 analogous to the definition
of pi for ϕ (i.e., considering failure-free executions only). For a sub-protocol ϕ, let
S(ϕ) denote the support of the winning probability distribution of ϕ. Formally,
for a probability distribution p(ϕ) ∈ [0, 1]n , we have S(ϕ) := {i ∈ [n] : pi > 0}.
For any vector µ of possible messages for all n players, let ϕ(µ) denote the subprotocol reached by one round of ϕ in which each player sends the corresponding
message.
We will use the notation ϕ(X1 ← x1 , . . . , Xk ← xk ) when X1 , . . . , Xk is a
partition of all players and xi is a vector of messages sent by players in Xi . I.e.,
this is the same as ϕ(µ) for a µ determined by x1 , . . . , xk .
For any sub-protocol ϕ0 , we call a subset A ⊆ S(ϕ0 ) of players a winning
subset of ϕ0 if for any possible vector a0 of the non-A players, there exists a vector
of messages a for the players in A, such that S(ϕ0 (A ← a, [n] \ A ← a0 )) ⊆ A,
and in addition, for some a0 there exists an a such that S(ϕ0 (A ← a, [n] \ A ←
a0 )) = A. In other words, players in A always have messages that eliminate all
other players from contention (regardless of the messages of non-A players), and
there is at least one possibility that all players in A maintain a chance to win.
Our lower bound applies to any coalition resistant protocol ϕ that satisfies
the following two conditions.
Assumption 1. For any sub-protocol ϕ0 of ϕ, any player i ∈ S(ϕ0 ), and any
possible vector x of messages for the non-{i} players X = [n] \ {i}, there exists
a message mi of player i such that i ∈ S(ϕ0 (X ← x, {i} ← mi )).
In other words, if player i had a positive probability of winning, there is no
possible combination of messages that the other players may send such that i can
no longer win after one round. As noted in the introduction, this requirement
is weaker than having the sub-protocol ϕ0 being also coalition resistant (as is
implied by the immediately opening every commitment constraint in [8]).
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Assumption 2. For any sub-protocol ϕ0 of ϕ with a support size |S(ϕ0 )| > 1,
we can find two disjoint winning subsets of players A, B ⊂ S(ϕ0 ).
Note that the tournament-tree based protocol satisfies these assumptions regardless of whether the players commit to messages at each round or at the
beginning of the protocol. A sub-protocol is just a level in the tournament tree
consisting of pairs of players engaging in 2-player Blum mechanism. For each
of these pairs, we can place one player in subset A and the other in B, satisfying Assumption 2.

3

Lower Bound

Let ϕ be a coalition resistant protocol that satisfies Assumption 1 and Assumption 2. We prove by induction that for any r-round sub-protocol ϕ0 of ϕ (consisting of the last r rounds of ϕ), it holds that S(ϕ0 ) ≤ 2r . Consequently, a protocol
that elects one out of n possible leaders requires at least log n rounds. Clearly,
0-round sub-protocols do not send any messages so there is just one possible
execution and since the protocol must elect a unique winner, the induction base
is satisfied for r = 0.
For the induction step, let us consider any (r + 1)-round sub-protocol ϕ0
and define subsets A, B ⊂ S(ϕ0 ) satisfying Assumption 2. By the induction
hypothesis and the definition of a winning subset, |A| ≤ 2r and |B| ≤ 2r . To
complete the argument, we show that A ∪ B = S(ϕ0 ), which will give S(ϕ0 ) =
|A| + |B| ≤ 2r+1 as desired.
Suppose for contradiction that disjoint subsets A and B do not include all
players in S(ϕ0 ), and let i be some player among the rest of the players (in
S(ϕ0 ) \ (A ∪ B)). Let D be the (possibly empty) set of all remaining players (in
S(ϕ0 ) \ (A ∪ B ∪ {i})) — for these players we will set a vector of messages d
throughout the following argument.
Let M (A, B) be a set of pairs of vectors (a, b) of messages for players in A
and B, that allow only players in A or only players in B to retain a chance
to win. Formally, (a, b) ∈ M (A, B) iff there exists m with S(ϕ0 (A ← a, B ←
b, {i} ← m, D ← d)) ⊆ A or S(ϕ0 (A ← a, B ← b, {i} ← m, D ← d)) ⊆ B. A
(and B) are winning subsets by Assumption 2, thus, M (A, B) is non-empty.
We assign a valency to each element (a, b) ∈ M (A, B), defined as the number
of different messages mi for player i, such that i retains a chance to win, i.e.
i ∈ S(ϕ0 (A ← a, B ← b, {i} ← mi , D ← d)). For the rest of the argument, let
(a, b) be the element in M (A, B) with the minimum valency. Suppose, without
loss of generality that there exists i’s message mA such that only players in
A retain a chance to win, i.e. S(ϕ0 (A ← a, B ← b, {i} ← mA , D ← d)) ⊆ A
(the case for B is symmetrical, and one of these cases hold by the definition of
M (A, B)).
First, we prove that for any message m0 of i for which i does not retain a
chance to win in ϕ0 (A ← a, B ← b, {i} ← m0 , D ← d), only players in A retain
a chance to win.
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Lemma 1. For m0 with i 6∈ S(ϕ0 (A ← a, B ← b, {i} ← m0 , D ← d)), we have
S(ϕ0 (A ← a, B ← b, {i} ← m0 , D ← d)) ⊆ A.
Proof. Suppose for contradiction that m0 allows a player j 6= i that is not in A
to retain a chance to win, i.e. j ∈ S(ϕ0 (A ← a, B ← b, {i} ← m0 , D ← d)).
We show an adversary that contradicts the coalition resistance of protocol
ϕ. The adversary acts as follows in sub-protocol ϕ0 : it observes the messages of
all players once revealed, and then it might choose to crash player i so that its
message is not delivered.
Let pA be the winning probability distribution of ϕ0 (A ← a, B ← b, {i} ←
mA , D ← d) and let p0 be the winning probability distribution of ϕ0 (A ← a, B ←
b, {i} ← m0 , D ← d). Recall that, by definition of mA and the lemma assumption
on m0 , player i has probability 0 both in pA and p0 . Moreover, the probabilities
of players in A sum to 1 in pA , and player j has a non-zero probability in p0 .
Hence, the probabilities of A-players in pA summed with the probability of j
in pj is larger than 1 and cannot be a probability vector. To determine the
precise adversarial strategy, we consider a winning probability distribution p⊥
for sub-protocol ϕ0 (A ← a, B ← b, {i} ← ⊥, D ← d), where player i crashes.
In p⊥ , either player j has lower probability than in p0 , or some player in
A has a lower probability than in pA . In the first case, the adversary crashes
player i when it observes messages A ← a, B ← b, {i} ← m0 , D ← d, reducing
the probability of player j winning. Otherwise, the adversary crashes player i
when it observes A ← a, B ← b, {i} ← mA , D ← d, reducing the probability of
a player in A winning.
This contradicts the fact that ϕ0 is a sub-protocol of a coalition resistant
protocol ϕ. The adversary only crashes player i when an all-honest execution
reaches sub-protocol ϕ0 , which by definition of a sub-protocol occurs by a positive
probability. This still reduces the overall winning probability of some honest
player in the original protocol, giving the desired contradiction.
Let mi be a message for which player i retains a chance to win in ϕ0 (A ←
a, B ← b, {i} ← mi , D ← d). By Assumption 1, all valencies are positive, so
such an mi exists. Because by Assumption 2 B is a winning subset, there exists
a vector b0 of messages for B-players such that S(ϕ0 (A ← a, B ← b0 , {i} ←
mi , D ← d) ⊆ B.
Next, we prove that
Lemma 2. i ∈ S(ϕ0 (A ← a, B ← b0 , {i} ← mi , D ← d).
Proof. We start by showing that for any m0 that satisfies S(ϕ0 (A ← a, B ←
b, {i} ← m0 , D ← d)) ⊆ A, we have i 6∈ S(ϕ0 (A ← a, B ← b0 , {i} ← m0 , D ← d)).
For contradiction, assume S(ϕ0 (A ← a, B ← b, {i} ← m0 , D ← d)) ⊆ A and
i ∈ S(ϕ0 (A ← a, B ← b0 , {i} ← m0 , D ← d)) for some message m0 . However,
the same adversarial strategy as in the proof of Lemma 1 but by replacing the
role of player j in the previous lemma by player i in this lemma and crashing
players in B (in the current lemma) instead of player i (in the previous lemma),
contradicts the coalition-resistance of the protocol ϕ.
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Applying Lemma 1, we get that for any m0 such that i 6∈ S(ϕ0 (A ← a, B ←
b, {i} ← m0 , D ← d)), we have i 6∈ S(ϕ0 (A ← a, B ← b0 , {i} ← m0 , D ← d)).
Note that (a, b0 ) is in M (A, B) by definition of b0 . By the choice of (a, b) with
the minimum valency, the valency of (a, b0 ) is at least as large as the valency
of (a, b). Since player i always sends one out of the same number of possible
messages, the valency of (a, b) and (a, b0 ) are the same. Moreover the set of
messages for which the valency is counted is also the same. In particular, since
for mi we have i ∈ S(ϕ0 (A ← a, B ← b, {i} ← mi , D ← d)) we also get that
i ∈ S(ϕ0 (A ← a, B ← b0 , {i} ← mi , D ← d)).
However, since S(ϕ0 (A ← a, B ← b0 , {i} ← mi , D ← d)) ⊆ B and i ∈
/ B we
get the desired contradiction and complete the induction.

4

Conclusion

The elegant proof by [8] that showed a lower bound of log n rounds for coalitionresistant leader election, left open a question of relaxing a restriction on the
protocols to immediately open all cryptographic commitments.
We take a step in this direction by removing this restriction. In particular,
our lower bound captures the standard tournament-tree protocol even if all message commitments are made in the beginning (“static” adversarial behavior).
However, we require a new assumption for our proof that may help viewing the
open problem of the unconditional round complexity of coalition-resistant leader
election in a different light - i.e. when attempting to circumvent this assumption
by a clever algorithm or a stronger lower bound.
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